Setting up a sftp secure connection from Windows client to Unix:

1. Download first the free sftp client from:

http://hpc.uky.edu/security/sftp/win_client.html

Click on  WinSCP client

2. Install the client on the Windows machine

3. Run  Start => Programs => WinSCP3 => Key tools => PuTTYGen

4. Pick as selection SSH2 DSA encryption type (on the bottom, on the right)

5. Click on Generate button (generate a public/private key pair)

6. Once you clicked on Generate, you have to continuously move the mouse till the key pair is generated

7. Save the private key to a known disk location and name (example: C:\mypriv_dsakey.PPK) It will prompt you:

Are you sure that you want to save this key without a passphrase to protect it ?

8. Click on  Yes

9. Give the name as mypriv_dsakey and click on Save button

10. Go into the Public key window (on top of this window) and paste the whole content into the buffer (highlight the content with the mouse and then at the end, hit Control-C for copying the content into the local buffer)

11. Once you have this key, open a regular ssh connection to the remote host you intent to use the sftp connection and switch to your local home directory.

12. Create a .ssh directory. Change directory to .ssh and create a file called authorized_keys.

13. vi the file and paste the previously saved content into the file. Save the file and exit vi.

14. Start a new sftp session as:  Start => Programs => WinSCP3 => WinSCP
15. Click on the left top (session field)

16. On the right side, fill in the following information:

Hostname     (leave the port 22 as it is)

User name    (your user to connect remotely to the Unix box). 

This user should exist on the Unix box and on the Windows box with save password.

As protocol, pick SFTP.

At the private key, hit  and pick your C:\mypriv_dsakey.PPK key => your private key)

17. If you want to save this setup, hit the Save button. To test it first, hit login button

For connection with the command line, use another utility called psftp (from PUTTY).

PUTTY can be downloaded from:

http://www.putty.nl/download.html
Pick as a platform Windows 95,98, ME, NT and 2000 on Intel x86

Save:  psftp.exe

Same command line connection is:

psftp –2 –i c:\mypriv_dsakey.PPK  gcraciun@162.69.27.203
I’m logging in as user-id gcraciun to the Unix box IP address: 162.69.27.203
